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Technology Recycling 
Challenges in an Age of Miniaturization & Risk

The reality is that extracting recyclable materials is increasingly complex. 
In fact, the dynamics that shrank the processing capacity of yesteryear’s 
mainframes to wristwatch size make extraction incredibly laborious. Increased 
miniaturization also makes data security harder to guarantee through physical 
means as chips get smaller and data gets more condensed.

In our 2020 research, we discovered that 35 percent of enterprises used 
physical destruction to sanitize end-of-life equipment because risk-averse 
leaders believed it to be better for the environment. Of these, 46 percent 
believed some resulting waste could be recycled or reused. Unsurprisingly, the 
rest still heads to the landfill.

Technology Reuse 
Benefits & Data Security Implications

Data erasure, particularly when automated, streamlines device readiness 
for the circular economy without fear of sensitive data being extracted.

When evaluating technology recycling vs. reuse when disposing of IT assets, the 
more sustainable option should win. In this case, a better first-line option is reuse. 
However, any remaining data could be discovered by the device’s next user, so 
before redeployment, return, or resale, the device must be “sanitized.” With the 
right methods and levels of software-based sanitization (data erasure), data is 
permanently rendered inaccessible while leaving the device intact.

Not only does this prevent usable devices from prematurely heading to landfill, it 
steers around the resource-taxing processes that first recycle only a portion of the 
device, then use energy to repurpose those materials for other things.

Data erasure, particularly when automated, streamlines device readiness for 
the circular economy without fear of sensitive data being extracted. This also 
supplies affordable technology for households, businesses, schools, and global 
communities—all without relying on new device creation.
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